Introduction
Individuals in poor and developing countries have the least access to health services due to low financial resources, lack of infrastructure and other barriers in accessing the needed services [1, 2] . In addition, the dearth of competent health care professionals and low health education has contributed to the need for a shift in paradigm and innovative solutions in health workforce development. The popularity and growth of the Internet and mobile wireless technologies have assisted in changing the face of healthcare delivery and health education for health professionals in many countries. There has been an increasing number of developed and developing countries with e-health strategies, and as of 2015, Bangladesh, Paraguay, Qatar, and Rwanda were the most recent group of countries with official adoption of e-health strategies out of the 73 countries with e-health adoption [3] .
However, the income of the populace generally affects individuals' access to health care services, and in the past, it has been recorded that only 12% of low income and middle-income countries (LMIC) spend on health care services [4] . About 50%, 30% and 14% of individuals in LMIC, middle-income countries and high-income countries respectively pay for healthcare services themselves. According to the World Bank income group, with regards to the source of funding of e-health; public, individual donor, public-private partnership and private were identified as the main sources. However, in the United States alone, between 1990 and 2007, the health assistance funds have grown from $5.6 billion to $21.8 billion [5] . It is estimated that Africa which has 11% of the entire world's population carries 22% of the global diseases [6] . In South Africa, state healthcare is provided to about 40 million people (82%` of the population) with about 9500 doctors, and private healthcare with 25,000 doctors serve 8.5 million people. Tanzania has a doctor-patient ratio of 1:20000 and Kenya, a doctor-patient ratio of 1:16,000. In Nigeria with over 150 million people, a study carried out by Nigeria Medical Association revealed a doctor-patient ratio of 1:4250 [7, 8] .
Developing countries population is also among the highest in the world and the demand for quality, affordable and accessible healthcare is high. Without the integration of technology into existing infrastructure, it may be impossible to meet the healthcare need of the populace. Information and Communication Technologies (ICT) have been described as a general-purpose technology (GPT) that can impact growth and transform countries over a prolonged period of time, and like every other GPT such as steam engine and electricity, it is characterized by pervasiveness, improvement, and innovation [9] . In addition, ICT produces two other effects -network and knowledge enrichment. A country intending to benefits from ICT revolution must have a productive digital strategy. One of the many benefits of ICT enabled health system is the ability to decrease patient's data collection cost by about 71% [6] . Ehealth is generally defined as the use of ICT for health, popular forms of e-health include telemedicine, telehealth, m-Health, consumer health informatics, electronic health records, healthcare information system [10, 3] . E-health is becoming recognizable in Africa and a survey report by [11] indicated that South Africa, Kenya, and Ghana have the most e-health and health informatics strategies implemented with Kenya leading the market in digital health. Ethiopia is also seen to have one of the most effective healthcare systems with health extension programs, the utilization of telemedicine and mobile applications for promoting health care services.
For instance, in Africa, patients' anamneses are mostly fragmented, disjointed and distributed among several healthcare givers platforms which may be public or private [12, 13, 14, 15] . This, however, constitutes a problem that limits completeness, sharing and accessibility of information, most especially with public hospitals which are generally non-ICT compliant. [16] Supported this claim in their report -that the use of ICT is growing at a faster pace in private health organizations in developing countries than in public health organizations. Public healthcare in rural areas faces a shortage of professional, patient's noncompliance, and potential fraud which could be alleviated with the widespread adoption of ICT in health care. E-health education and awareness are also key factors, government and stakeholders must engage in pilot ehealth projects that could provide more evidence to support their investment and pro-mote widespread adoption. Lastly, e-health systems are capable of motivating and improving patient's engagement in their health care, and if e-health systems are designed with the local context, target users' needs and preference in mind, rather than an isolated solution, e-health technology will add value to the patient and treatment [17] . The paper aims at analyzing progress so far and the current state of e-health in developing countries particularly Africa and propose a framework for further improvement.
Selected Existing Studies on E-health in Developing Countries
Chronologically Reviewed From 2010 to 2018 [18] Performed a qualitative and quantitative survey on the role of ICT in health care services for developing countries. In their article search criteria, 'e-health' was used interchangeably with the term 'health information technology'. The search was carried out in October 2009, using articles from Medline, Embase, Web of Science, LILACS, Google Scholar search, Rhino, and Social Sci Citation index databases. In the exploration, a total of 2043 citations and 55 articles (15 qualitative and 40 quantitative) were used. Their evaluation results suggested the use of more robust e-health practices in developing countries. It was also noted that personal digital assistants and mobile devices boost up the efficiency of e-health practices. [19] Performed an extensive review of existing e-health frameworks used in the development and deployment of e-health technologies so as to identify aspects of their use that influence their success. The database sources used were PubMed, Science Direct, Picarta, Google Scholar, and Web of Knowledge, and 44 journals were selected for the review out of the 60 articles acquired. Results indicated that the Web 2.0 technologies which demand a more stakeholder-driven approach are outside the current framework's scope. Their results were then used to propose a holistic approach in the development of ehealth technologies which combines health technology theories and business models that act as a road map in the impact of e-health technologies.
Telemedicine is another widely favored form of e-health and it involves the medical information interchange between different parties situated at separate geographical areas through the use of a telecommunication link. The challenges in the implementation of the first telemedicine program in Ethiopia that ran between 2004 and 2006 were analyzed by [20] . 85% of Ethiopia's population live in remote areas and do not have access to adequate health care facilities. The first trial was carried out in 10 health care sites where a telemedicine software from wireless distribution system technologies was implemented. The software had a lot of technical difficulties and Telemed-ETH, another telemedicine software was developed as an improvement. Results of the interviews from participants showed about 70% faced connectivity problems and 61% reported that the system was disorganized. Also, it was found that 25% of the participants indicated interest in scaling up telemedicine in their universities. It was concluded that e-health and telemedicine could contribute immensely to the growth of health coverage in Ethiopia. The project was funded by the International Telecommunication Union-United Nations Economic Commission for Africa and infodev.
[21] Published a work that described the level of satisfaction of Brazilian physicians using an implemented EHR. A cross-sectional questionnaire survey was carried out with a total of 111 subjects, although only 99 physicians responded. 81.4% of the respondents believed the EHR response time was not as fast as expected, 86.7% reported that the system had technical failures and 35.1% complained about insufficient computers at their health clinics. The final result showed that only 2% of the respondents were well satisfied with the EHR, 50.5% were partly satisfied and 47.5% were dissatisfied. In addition, in their conclusion, it was documented that structural issues and lack of classical functions like clinical reminders were some challenges faced by the EHR system, among other complaints. [22] carried out a survey on the adoption of the electronic clinical decision support system (eCDSS) for maternal care in Tanzania and Ghana between 2011 and 2013. A total of 282 health workers participated in the survey and the majority of them responded positively. 71% of 3,798 patients and 59% of 24, 204 patients were managed in Tanzania and Ghana respectively by the eCDSS over the space of two years. It was concluded that the system was a viable tool to be implemented in rural areas as it is user-friendly and useful.
[23] Performed a review on the progress of mHealth -the use of mobile device technology for health-related purposes -in Sub-Saharan Africa. The study was restricted to articles published within a 10-year period before March 16, 2013, with the search keyword "mHealth" in PubMed. From a total of the 21 articles reviewed, it was found that medication adherence, health worker communication, emergency, and disaster response, as well as health education, were some of the improvements made by mHealth in Sub-Saharan Africa. It was also concluded that more research regarding the cost-effectiveness of mHealth and e-health technologies in Africa is still required. [24] carried out a methodical review on the impact of e-health through a literature search in PubMed, MEDLINE, EBSCO Academic Complete, ScienceDirect, IEEE, AIS e-library, CINAHL, and the ACM databases, with no restriction on the search date. Out of the 265 articles obtained, only 13 articles met the inclusion criteria -a qualitative empirical study in the utilization and influence of e-health technology for community health facilities (CHF) in a developing country. The method used in the majority of these 13 articles were surveys done in Africa. In their finding, the Electronic Medical Record system was the most widely recognized e-health technology tool identified that focused on the quality of healthcare. The limited number of articles included suggested a low rate of diffusion, in developing countries, of e-health in community-based facilities. Results of their review also showed that the majority of research focuses on the effectiveness of these technologies and little on equity and efficiency.
[25] Performed a cross-sectional study to investigate users' attitudes to the use of an interactive voice system (IVR) in seeking healthcare services in Ghana. Forty participants were involved in the focus group discussions (21 female and 19 male) with an age range between 18 and 59 years. Most of the participants showed interest in the use of the IVR system for health care services especially with the general use of mobile phones and a toll-free number for the system was recommended. [26] examined the factors that influence the adoption and utilization of e-health facilities in Bangladesh, South East Asia. A survey of patients was carried out with a questionnaire where the average age of the participants is above 30 years of age. The study examined patients' behavioral intent in the adoption of e-health using an extended technology acceptance model (TAM). Results showed that the perceived ease of use (PEU), perceived usefulness and trust are important prerequisites for patients' adoption of ehealth, whereas privacy has no effect on the use of e-health in Bangladesh. It was also found that gender strongly influences the use of e-health with a stronger PEU influence in males.
Telemedicine, a subset of e-health, is the least likely to be administered in developing countries due to poor connectivity and inadequate infrastructure according to [27] , who reviewed 228 articles in Scopus database to reveal current telemedicine activities in Africa. It was concluded that tele-education is the most widely recognized and effective application e-health in Africa, and therefore telemedicine has great potentials to thrive in Africa. [28] focused on the benefits and challenges in the implementation of e-health systems for perinatal and maternal health care in Tanzania. Mobile teleconsultation platforms, audio teleconferencing model and online e-learning systems were implemented in ten upgraded health care centers, including one regional hospital, and four rural district hospitals. Thirty-three teleconferences were held and there were forty healthcare participants, including assistant medical officers and midwives. A total of thirty-eight emergency teleconsultations were also attended to by consultant obstetricians in 2015 and 87% of the patients were successfully managed.
On the e-learning platform, out of forty registered users, twenty users were interviewed after six months of participation and 65% found the system easy to use, 15% found it difficult and 20% were neutral. These results indicate great potentials for the progress of e-health systems in Tanzania. Their study, however, does not adequately evaluate the impact of these platforms on health outcomes.
[29] Examined the forms of e-health and information system theories to understand the sustainability and implementation of e-health particularly in developing countries. Some of the theories include the actor-network theory (ANT), technology acceptance model (TAM) and the technology organization and environmental framework (TOE). Based on their findings, some of the issues that affect the development of e-health identified include, e-health standards, ICT and health policies, ICT competence, elegislation, and e-health infrastructure. [30] Examined the diffusion of telemedicine practices in Ghana, and like any other developing countries in Africa, health centers and facilities in Ghana are not enough to be accessible by everyone. However, ehealth in Ghana has shown great promises with the recent development of the Novartis telemedicine project in Bonasso. The foundation made provision for mobile devices for the propagation of telemedicine and teleconsultation services to medical personnel. Eight cases of e-health and telemedicine practices in Ghana were outlined and these cases showed the use of telemedicine, e-health, teleradiology, teledermatology, teleconsultation, telecommunication, telemedicine and prenatal care implementation in Ghana. Using e-health systems, it was also shown that the new HIV infections in Ghana reduced by 53% from 2001 -2014. This result shows that with adequate sup-port from the government and funding, telemedicine will influence healthcare positively in Ghana and other developing countries.
[31] Investigated the ICT performance of the 10-member states of the Association of Southeast Asian Nations (ASEAN) countries, comprising of developing countries and least developed countries of the world. It was found that ICT progress is not evenly distributed and the author proposed that monitoring of the progress of member countries on ICT digitization needs improvement. Another important finding showed that in order to measure the adoption of mobile technologies, mobile phones penetrations are a no longer meaningful indicator in this region. The obstacles in transitioning health systems in LMIC were identified in [32] . Based on a study of Bangladesh and China pluralistic health sectors with relatively underdeveloped institutional arrangements, it was reported that despite the significant economic differences between the countries, both countries have in common, high mobile phone adoption, excellent ICT sector and supportive government which has helped in their e-health strategies. The authors advocated for the support, contribution and influence of government and stakeholders in driving a successful ICT in health care to increase access to safe, effective, affordable health care to the poor. Factors responsible for ICT diffusion were also identified, these include time taken to build a partnership between private and public sectors and lack of a supportive regulatory environment.
[33] Presented a project called EXTEND which aims at addressing issues affecting the use of e-health tools in Nigeria. The protocols used for this project is mixedmethod -non-randomized cluster trial of the use of e-health tools. The project attempts to evaluate e-health applications in Kano, Ondo, and Abuja. Then two applications called the Video Training Application (VTR) and the Clinical patient application toolkit (CliniPAK) were successfully implemented between 2016 and 2017 in 126 primary health care facilities (PHC) in all three states. Health workers were also trained to make use of these applications. The project is said to comprise three phases, a baseline within 3 months, a 12-month midline assessment and end line evaluation in 24 months. The project though not yet completed is expected to generate new knowledge to improve the quality and efficiency of e-health systems. [34] Reviewed literature that explored the challenges of e-health in LMIC. Four African countries, Rwanda, Kenya, Malawi, and Uganda were explored in their study. Some of the challenges of e-health noted in this region include little participation in e-health development, lack of a formal standardization process, unregulated penetration of e-health systems and delayed e-health standardization efforts. Their results also showed that LMIC's participation in seven e-health standard development organizations is a low 23.3%, hence the necessity to develop standards that meet every country's interoperability needs, especially in resource-constrained environments.
[35] Focused their study on e-health applications in the Middle East and North Africa. The paper relayed the importance of the Middle East and North African Health Informatics Association -an NGO that focuses on health informatics. Instances of ehealth implementations in major countries of this region were highlighted, In Egypt, several companies have implemented thriving e-health projects like mHealth and pharmacy management systems. In Jordan, an electronic medical record system called Hakeem has been implemented nationwide. In Morocco, the ministry of health tele-medicine initiatives is in progress. In Palestine, a project implemented between 2008 and 2013 procured the use of Avicenna, the first EHR system, though the system lacked interoperability. In Sudan, the first National Telemedicine Network was established in 2007. In Tunisia, there is the establishment of Tunisian Society for e-health and Telemedicine in 2000 whose purpose is to advance the development of digital health, and in the UAE, there is the implementation of electronic medical record adoption model as well as a tool to unify medical records. [36] Performed research similar to [26] , but emphasized on rural end-users' acceptance of e-health in Bheramara subdistrict, Bangladesh. The authors pointed out the existence of a portable health clinic (PHC) service that has served about 41,240 rural patients in different remote locations.
In their methodology, a survey was performed between June and July 2016 with 292 rural participants. The results of their study showed that the social reference was the most significant influential variable followed by, attitude to the system, access to cell phones, then perceived the effectiveness of the system. [37] described the implementation of a new OpenMRS-based system called AfyaEHMS in Kenya. This system was implemented in 320 health facilities in Machakoscounty, Kenya. Some of the key challenges of the system discussed include, use of scalable infrastructure, stakeholder engagement, harnessing local talent in the development of the system, system integration, and large project scope.
There has also been a low diffusion of e-health systems in Zimbabwe according to [38] who performed a qualitative study on the factors affecting the implementation of e-health in their public hospitals. Semi-structured interviews were carried out from twenty medical doctors in three central and seven provincial hospitals.
These interviewed doctors had prior experiences using EHR, telemedicine and District hospital information systems (DHIS). Inadequate e-health infrastructures, lack of ICT skills by medical doctors, resistance to change and government policies were some of the factors revealed to be limiting e-health diffusion.
A three-way relation that exists between e-health, health care professionals and patients in Sub Saharan Africa was considered in [39] to ascertain whether patients' ehealth preference can influence health care professionals' decision to use technology in their clinical practice.
The interview was employed, as well as a Q-methodology with an adopted mixedmethodology approach that involves participants arranging 46 statements with respect to how they influenced their clinical practice. It was found that patients influence the clinical choice of health care professionals. Table 1 shows the state and visibility of different forms of e-health in some developing countries. 
Deduction and Proposed Framework
Some of the major challenges of e-health in developing countries identified in this work include -lack of necessary infrastructure, theoretically designed intervention, low awareness, poor funding, unregulated penetration of e-health technologies, lack of formal standardization, lack of integrated and accessible health system, bureaucracy of the ministry of health on utilization of e-health, sustainability of health systems, lack of qualified personnel, lack of globally interconnected health system technologies, cost-benefit, and security and privacy. Based on the reviewed works, e-health visibility in Africa and other developing counties of the world is becoming noticeable, however, there are still multifarious hurdles to be crossed and framework to further the expansion is shown in Figure 1 . Some of the important components of this framework are discussed.
Funding
Funds are required to adopt innovations locally, for testing, organizing meetings with potential users, to pay teams involved in the project and integrating these technologies in health operations. Most developing countries lack the necessary financial strength to properly fund and implement e-health strategies. Many healthcare innovators struggle to fund their innovations and proposed e-health technology especially during the structural implementation.
Nevertheless, the majority of health funds are from insurance packages, investments from private parties and other patients (or clients). However, besides providing special allocation for e-health financing in the national budget, the government can increase funding sources by partnering with local and international companies and bodies who have an interest in health.
Also, due to the high demand for standard quality of wellbeing, units can be created as arms of the government to take up this challenge. [46] Suggested several financing opportunities for e-health investment that involved mixed financing arrangements from public-private partnerships, private ICT vendors, public health vendors, public health service provider organizations (HPOs) as well as third-party payers. These investors are advised to invest in effective, comprehensive financing packages that include long term recurring expenses.
Some additional sources of funding in forms of donations and loans suggested by [47] include the World Bank, United Nations development programme (UNDP), African development bank (ADB), the World health organization (WHO), United States agency for international development (USAID), Islamic development bank (IDB), Japan international cooperation agency (JAICA) and individual organizations like the Gates Foundation.
. Fig. 1 . A proposed framework for e-health sustainability
Infrastructural facilities
In the setup of e-health technologies, infrastructure -which are unevenly distributed -are major necessities in the success of e-health application. A convenient working environment, Internet facilities, and communication systems can help to improve the performance and productivity of health care workers using electronic facilities. A high percentage of people in developing countries live in rural areas and there are structural limitations in physically implementing e-health technologies. This implies that more basic facilities will be procured although, in the long run, the return on investment is expected to be high. Keeping in mind, that the hardware acquisition and maintenance in resource-constrained countries is very difficult and a few human resources are available to maintain these technologies, rather than starting from the scratch and incurring high setup cost, the scattered existing public and private innovative e-health facilities and solutions that are working can be upgraded and easily funded. Infrastructure can be donated and build operate and transfer (BOT) can be encouraged in order to ensure fast resources.
Qualified E-health professional and training
Work experience and training sessions in e-health is needed for integrating e-health initiatives into already existing healthcare services in developing countries. Since ehealth solutions are not at an advanced stage in the majority of these nations, healthcare professionals and their patients expect easy usage and navigation of health technologies in order to achieve the required functionality. In addition, complexity factors can occur when health professionals are unable to adequately master the system. Such complexities include speed, connectivity issues, unplanned downtime and the overall reliability of the system. Continued education on e-health inventions is therefore essential.
These training should be designed to equip healthcare professionals in the use and management of e-health systems. Major in-house training on e-health is usually carried out in developed countries but less in developing countries. Although e-health systems are expected to be extremely user-friendly, technical assistance, and guides for the use of the systems are to be provided. Training on the use of social media and health systems can also improve the potential benefits of e-health.
[48] Suggested training and e-health education for hospital staff and health care professionals so they can visualize the benefits of e-health solutions and in turn, push the success of these innovations. Also, the study proposes a model involving the use of open source e-health software, development, and improvement of infrastructures by the government and the establishment of documented e-health policies that support the growth of e-health education. [49] Emphasized the need for an increase in e-health awareness and sensitizations through seminars and training workshops for health professionals as well as an increase in electronic communications. Also, developing guidance on the use of the technologies, medical device labeling and event reporting systems for the devices are recommended to improve usability and effectiveness in developing countries.
Evidence-based evaluations
The growth of e-health adoption can be accelerated with the provision of reliable evidence provided through evaluation of the e-health technologies implemented and outcome on health. This could, in turn, facilitates the trustworthiness and reliability of the intervention. Evaluations are expected to focus on the success or failure of ehealth and considerably fosters the long-term sustainability of e-health. Developing countries need to have a framework in place where it is possible to access the impact of e-health and this can serve as a catalyst to further investment.
[50] Proposed an iterative approach (involving users in all stages of the development of the technologies), formal and usage over time evaluations techniques. Some mixed methods that involve the use of questionnaires, scenario-based evaluations, usability testing, and logging and video recording of sessions are suggested as well.
[51] Also suggested two evaluation techniques, cost-benefit analysis (CBA) and costeffectiveness analysis (CEA). The CBA values the health outcome and benefits in monetary terms and the CEA identifies what benefits can be realized at a lower cost.
3.5
Open E-health standard and national health policy
The various fundamentals of e-health standards are to be set out as a plan of action in the delivery of health services. Countries with set out e-health policies have better health services and usually attract public funding. These policies guide the e-health programmes, foster strategic large-scale implementation and address the contributions of e-health to health objectives. Developing countries need regulations and standards that ensure quality, safety, and reliability of health applications. Mobile e-health applications particularly require privacy policies which may vary in different countries thereby affecting their scalability. Creating the e-health national standards streamlines healthcare causing a more efficient e-health system. The monopoly of health facilities can also limit e-health coverage therefore, an open standard will also ensure that genuine fragmented systems in the market can be reconfigured to connect, conform and interoperate with national e-health facilities. [52] Recommended that the government provide policies and regulations that outline the standards and criteria that national e-Health strategies must meet to be certified. Trained health care professionals should be monitored through continuous professional developments and their skills should be tested through examinable curriculums. They also highlighted the need for a regulatory body and subcommittee to examine e-health interventions with national awareness. It is also advised that there should be the implementation of regulated compulsory use of e-health systems policies at all times.
3.6
Global connectivity to local, regional and international stakeholders
Collaborative efforts and communication between diverse stakeholders can increase the creation of innovative approaches in solving e-health challenges in developing countries. These stakeholders include the ministries of health and finance, public and private healthcare institutions, research organizations, professional bodies, and local and international partners. Their commitment is essential to the development of health-workforce and health care coverage. Global connectivity has been proven to work in developed countries and some developing regions like the ASEAN have started adopting this. Neighboring countries in Africa can also collaborate and partner on cross border access of e-health infrastructure. This will help to improve the ubiquitous healthcare process at a low cost.
3.7
Multilingual framework E-health services provided to citizens in the language they speak will encourage the adoption of the e-health initiative. Technologies that provide multilingual support are more engaging and user-friendly, thereby promoting understanding and connectivity to both health staff and patients. A national policy that promotes linguistic diversity and multilingual e-health content will enhance e-health adoption. This has been reported to be one of the least explored features of e-health despite being capable of raising the level of awareness and adoption in developing countries.
Conclusion
Some of the challenges faced by e-health strategies in Africa include insufficient skilled health care workers, lack of health information systems, shortage of drugs, inadequate public information and financial constraints. ICT has proven to be very useful in several sectors of the world's economy like government, manufacturing, banking and so on. The use of computers and technologies have helped to improve productivity, efficiency, coverage, and availability of various services at reduced cost. ICT in health, also known as e-health, is also becoming one of the widely recognized areas of application of technologies in the modern world. Transitioning healthcare systems in Africa and other developing countries, where budget and funds for health is very low, is challenging. In this work, we carried out a review of some e-health systems and strategies in Africa and some other developing countries. And it was found, that though e-health and other related technologies are gaining some momentum in developing countries, there is still need for further improvement. We, therefore, proposed a framework for sustainable e-health system based on the gaps identified in the reviewed works. This work is expected to contribute to the development of long-term e-health implementation in developing countries. 
